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1. Introduction

One of the main problem areas when using a random sequence to modulate a data sequence is
that of synchronising the transmitter and receiver due to the propagation delay.

As the random sequence would normally be generated using a digital code sequencer, this un-
certainty in time translates into a large uncertainty in the index of the digital code sequence. If
the sequence is short encugh then it is possible for the receiver to perform a cross-correlation
with the received code in order to determine the relative position of the local code.

However, if an eavesdropper performs an auto-correlation on the received data it will be pos-
sible to detect the presence of the signal, therefore detecting the presence of the transmitting
vessel. Thus, using a short modulating sequence will compromise the covert nature of the sys-
tem. It is therefore desirable for the random sequence to be at least as long as the transmission
and for the sequence to be different each time a transmission is initiated.

The requirement that the random sequence is different each time complicates the task of syn-
chronisation. A standard technique employed in radio data communications to aid synchroni-
sation is to prefix each message with a known start-up sequence. Thus the receiver would
only require a matched filter programmed to respond to the start-up sequence. This could then
be used to signal to the receiver that a transmission had been detected and to start the local

- random sequence in order to demodulate the data. This however is also undesirable as it al-
lows an eavesdropper to detect and demodulate the transmitted signal.

The method of starting the code in a different position each time is to have the sequences on
the transmitter and receiver synchronised in time by means of an on-board clock. This 1mpl|es
the code sequences are running continuously. Dixon [1] gives the duration of sequences using
a code rate of 1 Mcps. (Millions of ChlpS per second). One sequence given as an example re-
peats every 1.95 billion years. When using locked sequence generators for the transmitter and
receiver, the problem becomes one of estimating the range of the transmitting vessel in order
to obtain information to use in the demodulation process. If the range is known precisely then
the starting point of the random sequence is known. If the range is unknown, then there will be
some uncertainty in the starting position of the random sequence.

This paper presents a partial analysis of the problem of synchronisation time by modelling the
detection process using Markov techniques. The paper analyses the case for a baseband sys-
tem with a bandwidth of 2kHz and a dual integration system, see Figure 1. The paper shows
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that the choice of search method and detection technique are significant in determining the
synchronisation time. The paper goes on to demonstrate the problems involved when one of
the platforms is moving.
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2. P.N. Acquisition analysis

The analysis of the synchronisation problem may be broken down into a series of detection
problems. When the local code is not in phase with the received code the detection process is
driven by the false alarm probability of the system. This in turn is governed by the power of
the ocean noise and the power of the correlation noise. For analysis purposes, the statistics of
the ocean noise are considered finite and stationary, The correlation noise is however a func-
tion of the range of the transmitting vessel. The following work will present an analysis of the
synchronisation problem.

21 Detection and decision mechanisms

There are a number of synchronisation methods available each with its own merits. Given a
known signal to detect, it can be shown that in the presence of Gaussian noise a matched filter
is the optimum detector. During the synchronisation process a decision must be made as to
whether the local code phase is correct. The level of any hard boundary used to make this de-
cision will affect the system detection and false alarm probabilities. In order to understand
how this decision threshold effects the synchronisation time an understanding of the detection
and false alarm probabilities of the matched filter is required.

The parameters used to describe the characteristics of the synchronisation are as follows :

aff,r) signal loss due to absorbtion for a given frequency f and range r;
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B(r) signal loss due to spreading given range r;
P, power of the transmitted signal,

P, power of the locally generated replica;

G gain of the receiver.

- The local replica in the transmitter and receiver is denoted by s(f) having power P;. The re-
ceived signal is given by :

s{t) =k- s(2) where k= Ja(f,r) -B(r) . %’r -G

The two situations of interest are when the local replica is in phase with the received signal
and when the replica and received signal are out of phase. For both of these cases the re-
ceived noise and correlation noise will affect the detection performance. Considering this first.

The mean power obtained at the output of the matched filter caused by ocean induced input
noise signal is given by:

where &, is the energy of the local replica and % is the noise density of the ocean.

The normalised correlation noise or self noise power is given by Golds approximation :

3o )ed)

where N = Number of chips correlated, N, = sequence length in chips.

In order that this may be used within the analysis of a matched filter the value needs to be cor-
rected to convert it to the real power available. The correlation noise becomes :

o2 = (kTP)* - o},
Where T is the observation time of the filter.

The mean noise power at the output of the correlator becomes the sum of the code noise and
ocean induced output noise:

6. =02%,+0% .
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For the case where the local replica is in phase with the received signal, the mean output, Lo,
corresponding to the signal is given by : -

Wo = k-g,
Recognising that &, = T+ P, the mean output becomes :
'J.o = k . T' P[

The values of |1, and 62 can be used to determine the decision threshold to achieve the appro-
priate probability of detection and false alarm are respectively P, and P,

Given suitable functions for a(f,7) and B(r) it is possible to determine the signal to noise ratio
at the output of the correlator as a function of range. In this paper, the results are produced
by using an attenuation function a(f,r), due to Coates [2] and assuming that the spreading
B(r), is spherical. o

The signal-to-noise ratio at the correlator output is given by :

[k(r)- T-PJ?

SR ==

The system probabilities may be determined by using either :

Patr) =Q(,/SNRa(r) +Q- (Pd))

for constant detection probability, or

Pitr) =007 Pr) - JSNRE )

for constant false alarm probability.
1 7. (-2
Where: (z2)= — | ex (—) d:r
@)= —= ! p(=5

The synchronisation time may be analysed using these probabilities.
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' ~ 3. Synchronisation
3.1  Synchronisation description |
The sjmchronisation operation may be separated into three distinct sections as follows :
1) The false alarm driven search up to fhe point of correct phase alignment;
2) the detection at the point of correct alignment;

3) the false alarm driven search from the cell coresponding to the correct
alignment until the end of the uncertainty region corresponding to the
maximum operation range.

Each of the sections requires a certain amount of time to evaluate and may be repeated de-
pending upon the success of the detection. The synchronisation problem can be regarded as a
search through a known uncertainty region for a feature that exists in cell r of a total R cells.
Even when the correct cell has been reached it is possible to miss the feature due to the noise
background. ‘ '

The synchronisation problem is shown in ﬁgure-z.'
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Figure 2 - Representation of the search problem.

The figure shows the search progressing from = 0 moving through the uncertainty region in a
linear fashion. In this example the search misses the cell at range r twice before finally making
a detection at time 7. The time to synchronisation in this case would be T=3T, +27) plus
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the time to make the decisions when the correct range cell has been reached. The object of the
analysis is to derive an expression for the synchronisation time 7.

3.2 Markov process analysis.

Markov analysis may be applied to a problem where the process may be separated into dis-
crete operations. These processes may be in either continuous or discrete time. To be able to
apply the analysis to the problem, the method of detection needs to be considered. The follow-
ing discussion will deal with the analysis of the matched filter detector.

3.3  Flow graph representation of the detector

The list given in the previous section details the different phases of the search. The analysis of
phase 1 and phase 3 is identical and will be dealt with together. The analysis will use two inte-
grations of 7, and T, seconds corresponding to the dual dwell (integration) search strategy
shown in figure 1.

The figures below show the flowgraph representations of the two different search scenarios.

Figure 3 - Model for search of incorrect cells Figure 4 - Correct cell search model.

The descriptions of states in Figures 3 and 4 are given in tables 1 and 2 respectively.

State  |Description Duration
A0 Correct rejection of invalid cell 0
Al Test invalid cell T,
A2 Test invalid cell again T,
A3 Penalty state for accepting incorrect cell T

Table 1 - State descriptions for search of incorrect cells.
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State  |Description ' Duration
BO Represents the time taken to reach the range cell
B1 Represents the penalty time for missing the range cell
B2 Represents the test of the range cell
B3 Represents the second test of the range cell

Q[N

B4  [Represents system synchronisation

Table 2 - State descriptions search of the correct cell.

The mean time to correctly reject a false cell may be found by épplying Markov analysis to the
flowgraph shown in figure 3. The rejection time, T, is found to be :

Ty=Ta+Pm - (Tp+Pp2- Tp)

Applying the same analysis to figure 4, the mean time to synchronise is given by :

T= ATo+Tyu+Pa-Tp+Ti- (1 =Py -Pa)}

1
Pa-Pa

The penalty times 7, and T, for the linear search case are given by mtegratmg the rejection
time 7 '

r R
To=| T,(x) dr and 7y = [ 7,(x) d
0 r
The analysis problem comes from specifying the detection and false alarm probabilities, P, and

P, as these vary with range.

In Gaussian noise P, and P, are given by the following :

Ve —llo(r))

Gno(r)

Pp(r) = Q( ())ande(r)=Q(

where ¥, is the decision threshold;
Ho is the mean output voltage of the matched filter when synchronised,;

Ono is the standard deviation of the correlator output noise.
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3.4  Off line synchronisation

The synchronisation analysis in this paper considers an off-line method using matched filter de-
tection. Figure 5 below shows the storage arrangement required by the synchronisation
system. ‘

Time decreasing Time increasing  yhere:

A

T, the time corresponding to the maxi-

Local Replica mum uncertainty in range;
T, the time corresponding to the maxi-
Received mum observation time required.
Signal )
t=T,+T4 t=0

Figure 5

The value used for 7, will depend upon two factors. The first and key factor is the total time
required for a single detection of a correct cell. The second factor is the mean number of
times required to detect the correct cell. So, if a dual integration detector with integration
times of T, and 7, seconds is used in a noisy environment where the mean number of passes
before detection is P, the value of T, is given by:

Ta=P-(Th +T2)

The synchronisation system would then correlate the section of received code with the appro-
priate section of the local replica to attempt to determine the received code phase. The num-
ber of passes around a data set would depend upon the data storage capacity of the system
and the mean time to synchronise. So, the synchronisation system would have to consist of a
number of banks of data large enough to deal with the code phase uncertainty and the time re-
quired to synchronise.

3.5  Synchronisation results - Stationary platforms

The results of the Markov analysis are shown in figures 7 and 8. These figures are based on a
signal-to-noise ratio at 20 km of -30 dB and false synchronisation penalty time of 7, = 36 ms.
The penalty time is based upon a system proposed by Hopkins [3] which does not declare loss
of synchronisation until three successive failures to detect the code. It should be noted that
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this time is an off-line computation time and would correspond to several seconds of real time
data. : '

In the analysis, the integration times and the actual computation times are as shown in table 3
below. The computation times are based on estimates of Motorola DSP 96002 timings. Al-
though not necessarily accurate, the times are of the correct order.

Integration time Computation time
05s 2ms
1s - : 5 ms
2s ‘ 12 ms
43 24 ms
Table 3

Figure 8 shows a comparison of a single and dual dwell system where T} = 0.5s for both and
T2 =2s for the dual dwell system. The figure shows that the dual dwell system outperforms
the single dwell arrangement at all ranges. This is due to the fact that the second integration
while increasing the overall time spent integrating reduces the number of false declarations of
synchronisation, as this penalty time is larger than either of the integration periods the overall
synchronisation time is reduced.

Figure 7 shows the result of two different sets of dwell times compared to that of figure 8.
From the figure it can be seen that increasing either the first or second integration period has a
detrimental effect upon the synchronisation time. This demonstrates the difficulty in choosing
the dwell times of the system. In order that an optimum set of integration periods is used, fur-
ther analysis is required particularly with respect to the signal-to-noise ratio expected.

Both figures 7 and 8 employed a linear search technique as described by figure 2. This how-
ever is not the only search strategy available. Figure 9 shows a comparison between the linear
search technique and a search strategy that could be described using the methods of Polydoros
and Weber (4] as a contracting Z search. With this technique the synchronisation system
searches the start of the uncertainty region first, followed by the end and gradually moves in
towards the centre. From inspection of figure 9 it can be seen that the long distance synchro-
nisation time has been improved albeit at the expense of the short to medium distance
performance.
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4. Processing loss due to Doppler shift

In order to compute the mean synchronisation time, the Markov technique used requires
knowledge of the correlator output signal-to-noise ratio. Inspection of a typical ambiguity
surface shows that the correlator output drops dramatically with both increasing speed and
range. Figure 10 shows a section of an ambiguity diagram for a scenario where the vessels
will close on each other at speeds upto 15 knots. From the figure it can be seen that as the
range moves away from zero, the correlator output drops away rapidly from its maximum
value. However, as speed increases for a given range, the width of the correlation function in-
creases. To be able to apply Markov analysis to the Doppler shifted synchronisation process,
an expression is required for the mean correlator value under Doppler shifted conditions.

Previous authors have analysed the synchronisation problem when Doppler shift has become a
problem. Holmes and Chen {5] and Remley [6] dealt with the Doppler shift by considering it
as narrow band problem, while Cheng et al [7] considered using a bank of correlators each
dedicated to a certain Doppler shift. This section will now develop a wideband expression for
the situation where the transmitter and receiver are moving towards each other, i.e. the re-
ceived signal will be compressed.

Consider the situation in figure 6 below:

n o§1 2. 3. 4.5 &6 7 Chip number
s1() '
" o
s2() LL_I_
4t
Figure 6

This depicts the two signals being correlated. Signal 1 represents the uncompressed replica at
the receiver, while signal 2 represents the time shifted and time compressed received signal. (in
this case signal 2 is shown as a clean unattenuated version of signal 1). The compression fac-
tor is given by:
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where V, is transmitter speed and V, is receiver speed. Positive speed is considered to be when
the vessel in question is moving towards the other.

So, | : 52(%) =51(§-To) 7
Where 1 is time, d is compression factor and 1, is prdpagation delay.

T
As the correlation is defined as, R(1) = | 5;(f) - s2(¢+7) dt. If we only consider the time that
1]

the two signals are known to be correlated we can see that there are in fact two stages in-
volved in the correlation. The first stage is from time =0 through the point the replica and
received signal start to come into phase, until the point at which the two signals are starting to
get out of phase. The second stage starts as soon as the two signals start to get out of phase,
through the point where they are completely out of phase up until the end of the correlation.
To compute the mean value, we need to compute the correlated part of the signal.

From figure 6, for a particular random sequence index, n, the time the two signals are corre-
lated during stage 1 is given by:

lhn = h-1
= {n+1)-T,=n-T.-d-t
= nT.-(0-d+T. -1 | (1)
and during stage 2 by:
la = Bi—ls ‘
= (n+1)'Tc'd‘—"‘Tc+t
= T.-d+t-n-T.-(1-d) (2)
Where 7, is the cﬁip time.

By considering the chips at which these times start and end, the points at which each phase
starts and ends are given by:

N.!'l - T—Tc Nﬂ = _T-—-
To-(-a Y T0-d
Ny = —F2 No = Ted+t |

Ie-(1-4) T.-(1-d)
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The condition on all of these being that:
OSNsl,NehNﬂ,Na SNC

where N, = TL‘ the number of chips in the filter.

Given a signal 5,(#) with amplitude +1, the correlation value of stage 1 and 2 is given respec-
tively by:

Ng

Nll
Ri= Y ta(n)and R2= X ta(n)
Msl ’HNJI

Using equations (1) and (2), these summations become:

Ri= }Na=Na=-1)-Q(x-T)-Tc-(1-d) (N +Nar))
Ry = ;(No-Na+1)-Qa-T)-T.-(1-d)- No+Na +2))

The final value of the correlator output is given by:
R= Ri+R,
This may be normalised by dividing by the filter length 7.

Figures 11, 12 and 13 show the results of the calculation of the mean value compared to the
actual correlator output for speeds of 3, 6 and 9 knots and the following parameters,
T.=1ms, T=0.512s, sequence length N;=65535 and an ocean noise bandwidth of
BW =2 kHz. The figures show that the theory and real results compare well.

Inspection of the figures shows that the peak of the correlator output shifts with increasing
speed. From the graphs it can be seen that the theoretical values have followed this shift in
time. Figure 15 shows the contour plot of a theoretically derived ambiguity diagram. The
shift of the correlation peaks with increasing speed can clearly be seen.

An area of theory not yet completed concerns the noise generated during correlation of the
Doppler shifted signal. Figure 14 shows successive correlator outputs when correlating sig-
nals with Doppler shift due to a vessel moving at 3, 6 and 9 knots. The figure shows that as
speed increases, the self noise of the correlation increases. Before a complete description of
the synchronisation process is available, the analysis of this noise will have to be completed.

Figure 16 shows the result of using the peak value obtained from the theory to predict the syn-
chronisation time of the system when the correlation has not been Doppier corrected. From
the figure it can be seen that as the speed increases the synchronisation time increases rapidly.
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If the speed were sufficiently high then the system would not synchronise at all. In situations
where such speeds are possible a two dimensional search would be required (that is both range
and Doppler searches). An alternative to this would be to encode the transmitted signal in
such away that the receiver may extract the Doppler shift from it. Figure 17 shows the results
of such a signal used during a sea trial. The graph shows the radial velocity of the transmitter
as it manoeuvres around a sonobouy. At =0 the vessel is approximately 4 km from the re-
ceiver. From the figure the radial velocity of the transmitter first increases, then drops to zero
as the manoeuvre takes place. The speed is seen to increase from about = 1100 s until the
vessel passes the point of closest approach at 1= 1400 s and continues to move away from the
receiver. The problem with a signal of this sort is that the method of Doppler encoding is to
create a feature in the autocorrelation of the signal. This feature can be observed to move
when Doppler shifted. However, as the system is required to be covert any features present in
an auto-correlation could also be seen by a hostile observer.

5. Conclusions

This paper has presented work concerned with the synchronisation of spread spectrum sys-
tems. The problem regarding stationary platforms at varying ranges has been analysed and re-
sults presented. These results show that a dual dwell (integration) synchronisation system
would outperform a single dwell system when the signal-to-noise ratio was low and the pen-
alty time was high. Results were presented showing the problem of selecting the appropriate
dwell times for the system. These results showed that although an arbitrary choice of dwells
was seen to work well, further analysis is required to predict the optimum value.

Consideration has been given to the problem of synchronising a wideband spread spectrum
system when either the transmitter or receiver are moving. The paper has produced a set of
equations that predict the mean value of a correlator output when correlating a compressed
signal with an uncompressed replica. The paper showed the effect of attempting to synchro-
nise the system with a Doppler shifted signal for various vessel speeds. From the results it was
seen that at long ranges, when the detection probability is low, the detection time increases
dramatlcally

Further work is reguired on the synchronisation problem particularly in the modelling of the
noise produced by a correlator under Doppler shifted conditions. A complete Markov analysis
of the two dimensional search problem is required before an optimum solution is available.
However, the results so far are encouraging and further analysis should yield interesting
results.
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